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: F::RTINET ‘I : The Rise in SSL-based Threats ‘I
| |
| THE RAPID GROWTH OF SSL ENCRYPTION 1 : oon :
I The Dark Side of SSL That Today's Enterprise Can't Ignore | 1 1
Overview
| oo FORTNETEOIZ) ' d P Zscaler2017.2) )
S e — S S ——

= \
(] 20154 Beh 2otk 9l

1
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]
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2016 Security Predictions

With the blurring of network boundaries and the increasing number of connected devices, we predict even more
attacks and vulnerability disclosures next year. Take a lock at our top 5 security predictions for 2016.

o Attacks hidden in S5L traffic will exceed attacks in clear text
-A10 (2016'd 57HX| =8 20t 0] %)-
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Mar 24, 2018
Windows: 72%

100% 80% —— All users

Germany users

USA users JEEERYA/R.
USA users

Japan users All users 6929219% ;
Japan users SRR

70%

60%

50%
50% 20%

30%

Percent of Pageloads over HTTPS (14 day moving average)

0% - P jana0a jul 2014 Jan 2015 Jul 2015 Jan 2016 Jul 2016 jan 2017 Jul 2017 Jan 201
Jul 01,2015 Jul 01,2016 Jul 01,2017 : . : : :

https://transparencyreport.google.com/https/overviewehl=en https://letsencrypt.org/stats/
== = It Io) =
EHTI9-| EE iD-tO1|A-| 70% O| F M’ S
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SSL ot&-d =tQl
https://www.ssllabs.com

Home Projects Qualys.com Contact
@ Qualys. ssi Labs

You are here: Home > Projects > SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the

information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never
will.

Hosthame: Submit

Da not show the results on the boards
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Certificate #1: EC 256 bits (SHA256withRSA)

Server Key and Certificate #1

Subject

Common names
Alternative names
Serial Number
Valid from

Valid until

Key

Weak key (Debian)

Issuer

Signature algorithm
Extended Validation

Certificate Transparency

©2018 FireEye | Private & Confidential

www.google.com
Fingerprint SHA256: 492a73666bf8e6i1cc38c250898126e69f4d74c0304226906fb2carf8ab75fa34

Pin SHA256: ZhtZ5SwTfPEouY YU SKIFEEShFHAKVBUIL+chwl=
www.google.com

www.google.com

T1e4224fff2d7af

Tue, 20 Mar 2018 17:34:07 UTC

Tue, 12 Jun 2018 16:55:00 UTC (expires in 2 months and 7 days)
EC 256 bits

No

Google Internet Authority G3
AIA: hitp:/ipki.goog/gsr2/GTSGIAG3 crt

SHAZ56wIthRSA
No

Yes (TLS extension)

FireEye
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&) Rank

SSL Report: baidu.com (220.181.57.218)
1 % google.com Sean Another» 1 B naver.com News and Media
SSL Report: WWW.Naver.com (21218.113.35)
Summary - - Scan Another «
2 Ei facebook.com S 2 © google.cd | summary
e
- —
, | . . ]
3 O youtube.com ] 3 D daum.ne E B——
B
P p—
y " . Internet and Telecom = 4 tub
% baidu.com o youtube.
4 J Search Engine e
SSL Report: xvideos.com (18s.88.181.9)
c Internet and Telecom =
C i G google.com .
5 B xvideos.com — 2 G goog Search Engine
= R - Internet and Telecom =
6 B xnoccom E e 6 Ei facebook.com Social Network
------ o
7 G google.co.in ahad | 7 [ news.naver.com News and Media
SSL Report: www.dcinside.com (121.125.60.242)
R - Scan Another »
8 yahoo.com News and Media 8 B sports.nd [ summan
Internet and Telecom = - e
vk.com ; dcinside. )
9 o Sacial Network 9 ® —
—
: Internet and Telecom = . e —
v twitter.com ) 10 namu.wi
10 Social Network e

https://www .similarweb.com/top-websites
https://www ssllabs.com/ssltest/
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SSL7|EtotdBE 22 224 g

Malicious SSL Activit (@) "'H HYH al

y ol SSL Activity 34
During the six-month period, the ThreatLabZ research team observed that the
/scaler cloud blocked an average 600,000 malicious activities each day that H |-A|.|
used SSL, including exploit kit traffic, malware and adware distribution, malware = o

callbacks, and other malicious traffic.

1Y HZ 6023

2,000,000 o .
o + Exploit kit traffic
1,000,00071 Malware

1500000

Hits

» Adware Distribution

1000000

» Malware callback

» Malicious traffic
08/01116 09/01/16 1000116 Da‘:lmlj]& 12101116 owonr ° P h i s h i n g
<2016 82 - 20174 18, Zscaler Cloud2| EEj™ 241> + C&C Communication
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Attack Cycle

{

Exploit Malware Download
Deliver the payload Malicious Sites
Exploit Phishing Page

Banking Ransomware Infostealer Trojan
Trojans families families
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Callback
SSL based C&C
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Callback and Beacon
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http://ciscokrblog.com/1275
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+ HTIPS A|HHE O|83}H, sSLS

7

PCLOUD

push 23h

xor edx, edx

push offset aHttpsApiPcloud ;
mov [eax], dx

call sub_l1AE3288

Toig e} glo 7iEo] o

[O|EE 0| 25H IP & Port XITHE E7HI

push 20h

xor eax, eax

mov [ebp+var_&85C], 7

push offset aHttpsContentDr ;
lea ecx, [ebptvar_878]
YANDEX

push eax

lea eax, [ebp+var_2218]
push offset thtpsCloudﬁpiY_B 3 "https://c
push eax ; int
call sub_lAADBCE®

FireEye | 17

"https://api.pcloud.com/oauth2_token™

.box.com/2.8/files/%s/conten™. .

.

"https://content.dropboxapi.com/2/files/"..

loud-api.yandex.net/vl/disk/re™..
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Home » HA[7|At

HO|AE-QIAEI TR S SNS 9|2 251 AL0IH LA

o Elukomiro - Google Driv. X

A 20170901 1635 E| C @ Secunizat | hitps;/docs.googlecom/file o Opening VideoPlayerSetup_3106177604.exe
Remove infected ad Heimdal Free down! ? 5.1 /
You have chosen to open:
AO[H] 222}, OIAEIIZA04 QOiol 32|ChA wjS 2| 2 B [ videoPlayerSetup_3106177604.exe
= which is: Binary File (1,4 MB)
oo] A5 HHUARE B0 HEe| T 44 37 YAHH Ha| from: http com
Would you like to save this file?
Cancel
-...does not include
at Ccu s been blocked. To continue
Peter Video ==

usmg 'Flash Player' download an updated version
(Recommended)

http://bitly.com
[2v8tIRs?Peter

|

https [://] docs.google [.] com/file/d/0B7rArSL

- P’
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— @he Washington Post
o es in Dark

Get There
unlo

Don’t be fooled by fake IRS e

calls or emails

Login - Mozilla Firefox

e o # valeortho.comjvale/includes/

RS

IRS
To: Recipients
Reply-To: do_not_reply@irs.update.com Login

Register
Update Alert!

YoU MLS! 1egister 10 Creals an account

Passwor

Internal Revenue Ser.ice
United States Department of -  (reasury

This is an automated email, pl

do not reply

Dear Client

THIS U S. GOVERNMENT SYSTEM IS FOR AUTHORIZED LISE ONLY!
Use of this system constitutes consent to monitoring, intercepion, recording, reading, copying or capiuring by autorized
persannel of all activities. There is.no fight Io privacy in this system. Unauihorized use of tis sysiem s prohibited and
subject o criminal and civil penalies, Including all penaliies applicable o willl unauthorized access (UNAX) or inspection
taxpayer records (under 18 U.S.C. 1030 and 26 U.S.C. 7213A and 26 US.C. 7431),

‘We've noticed that some of
W nead to verify your ased
Please Verify your account

account information appears to be missing or incorrect.
formation in arder to file your Tax Refund .

tion by clicking on the link below:

NOTICE: The IRS reserves the fight o deny access to any or all electranic services, producis andior applicasons, at both the

business enity level, in the event IRS becomes aware of any actvity that canstilutes of appears to constite misuse or abus
electronic services, products or applicasons.

Click HERE to Verify your details

Thanks.

IRS Team e-Services Prvacy Policy
& 2015 IRS. All ights reserved.

IMPORTANT NOTE: If you recelve this message In your spam or junk, it Is as a result of you
netwark provider. Please move this message 1o your inbox and follow the Instruction above.

©2018 FireEye | Private & Confidential

Unlock Expired Password - Mozilla Firefox

Expired P:

cC @ 4

FireEye

valeortho.com, e n o =

3&% Internal Revenue Service
United States D ©

cpartment of the Tr

Unlock Expired Password

Your and your aco

ed. To uniock your o following Information

e your eum. Form 1040, 1040A, etc, Your AGH
‘amount must agree wih what was SubMiad on your original fetu prior 10 any amendment you may have made of any IRS adjusaments.
We SugQest using your AGI ¥ Ihe pIiof yeas f your MOS! recent retuam was fled within the (a5t 4 10 6 weeks. i you Sied last years tax rewim
after Novemer 1, please use your AGI of he pior yeas tax return

Choase one of e available tax years and enter your AGH
Tax Year Ending Dec 31
(Required)

AGH (Required) Whole dots only
PN (Required)

Socia Security Number
(Required)

PTIN (Required)
EIN (Required)

P (Required)

Company Name (Required)
Emad Adaress (Required)

Oriver's License (Required)

CAF £ (9 digits
red)

submit

I
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Subject: Your Netflix Membershi= i= ~n hald — B Lt /el caicniinnait camnlidat O - 8.0 M g, Aol e 1 Cin
From: Netflix Result Protocol Host URL Body Content-Type
s S e R ebid374-membership.com
302 4P membership-webid934.com /membershipkey=9324832648389430184837738178348732/ 5 text/html; charset=UTF-8
N ETl 302 |HTTPS | netflixusersupport.sysvalidate.safeguard.webid374-membership.com / 5 text/html; charset=UTF-8
200 | HTTPS | netflixusersupport.sysvalidate. safeguard webid3 74membersh(p com [Files/index.html text/htm!
404 HTTP netflixusersupport.sys A m [
e 200 netflixusersupport.sysvalidate.safeguard. .\Ebldgﬂmember"hlo com 5,384 te‘(t/htm! charset=UTF-8

36,214 text/css
10,730 text/css

<« >
[ EELECS | .

netflixusersupport.sysvalidate.safeguard. webid374-membership.com

netflixusersupport.sysvalidate. safequard. webid 374-membership.com

200 5 ret‘h XUSersuppor ard.webid374-membership.com

200 | HTTPS netflixusersupport.sysvalidate. safeguard.webid374-membership.com  [Files/Stylefcss2.css 43 text/css

netflixusersupport.sysvalidate.safequard. webid374-membership.com  /Files/Sessions/Loginsess.php 5 text/html; charset=UTF-8

302

302 netflixusersupport.sysvalidate.safeguard.webid374-membership.com  /Files/Sessions/Sendlogin.php 5 text/html; charset=UTF-8

302 netflixusersupport.sysvalidate.safeguard.webid374-membership.com  /GeolPjindex.php 5 text/hitml; charset=UTF-8

200 netflixusersupport.sysvalidate.safequard.webid374-membership.com  /Files/YourAccountBiling.php 15,768 text/html; charset=UTF-8 . R v
200 | HTTPS netflixusersupport.sysvalidate.safequard.webid374-membership.com  [Files/Style/css4.css 15,291 textfcss

200 HTTPS netfiixusersupport.sysvalidate.safeguard.webid374-membership.com  [Files/Stylefcss5.css 6,942 text/css
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ols3} QR E AJE 228 Amojmil 22

melt L2l 35 Ecn_l' U UL S S5
H o Notificagdo 9985686405 de Emissdo de Nota Fiscal Eletrénica. - BIAIX] (HTML) ® - 0 X

oAl

o e yers ETEL] 3 . eom e dEiz EA 4% HET

we X € L L3R5 i e [- ST mes- A7t B aa- Fk

Soya- WA A B BE myxas - D a0y UF PER- poanme e 5V
4 8g W 512y ol% O BY mUEE A

h 2% 92
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1 or http.request

[X]

'} Expression... +

POLIPONTO COMERCIO E SERVICOS LTDA <formaliz|[Alssthandshake type ==

POLIPONTO COMERCIO E SERVICOS LTDA ¥

.90.243

Notificacdo 9985686405 de Emissao de Nota Fiscal Eletronica. e RN 2.
. _ i 2018-03-20 13:57:09 35.227
=& A8 lremoved) 2018-03-20 13:59:02 35.193
2018-03-20 13:59:05 35.193
Sr. Contribuinte, 2018-03-20 13:59:16 35.193
2018-03-20 13:59:17 35.193
Esta mensagem refere-se 4 Nota Fiscal Eletronica de Servicos N: 744174 2018-03-20 13:59:19 35.193
emitida pelo prestador de servigos: 2018-03-20 13:59:19 35.193
i 2018-03-20 13:59:20 35.193
Razéq Suclgl: POL]PO[\TQ COMERCIO E SERVICOS LTDA -EPP 2018-03-20 13:59:21 35.193
E-mail: poliponto@hotmail.com 2018-03-20 13:59:21 35.193
CNPJ: 84.117.068/0001-45 2018-03-20 13:59:22 35.193
2018-03-20 13:59:23 35.193
Para visualiza-la acesse o link a seguir: 2018-03-20 13:59:23 35.193
Clique aqui 2018-03-20 13:59:24 35,193,

©2018 FireEye | Private & Confidentia

. 245,
245,
.245.
245,
245,
.245,
245,
245,
. 245,
245,
245,
245,
245,

35
35
35
35
35
35
35
35
35
35
35
35
35

port
443
25047
25060
25060
25060
25060
25060
25060
25060
25060
25060
25060
25060
25060

Host

yoppedfl19.comprovante-x23.website

4861r1k94.mike-ehrmantraut.wikaba.com:2..
mike-ehrmantraut.wikaba.com:..
rick-grimes.
rick-grimes.
rick-grimes.
rick-grimes.
rick-grimes.
rick-grimes.
rick-grimes.
rick-grimes.
rick-grimes.
rick-grimes.
rick-grimes.

cdx4062864.
cdx2558765.
cdx2558765.
cdx2558765.
cdx2558765.
cdx2558765.
cdx2558765.
cdx2558765.
cdx2558765.
cdx2558765.
cdx2558765.
cdx2558765.

hitps://yoppedf19.comprovante—x23.website/8987513469/Nota_Fiscal8987513469.pdf

D .

mrface.
mrface.
mrface.
mrface.

mrface

mrface.
mrface.
mrface.
mrface.
mrface.
mrface.

com:
com:
com:
com:
.com:
com:
com:
com:
com:
com:
com:

25060
25060
25060
25060
25060
25060
25060
25060
25060
25060
25060

Info

Client Hello

GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

/01/dimfrags.msi?dd(
/exc/?6933663811 HT
/01/GoufemalLiamesLog
/01/GoufemaliamesLog
/01/GoufemaliamesLog
/01/GoufemalLiamesLog
/01/GoufemalLiamesLog
/01/GoufemalLiamesLlod
/01/GoufemaliamesLlod
/01/GoufemaliamesLod
/01//rr.php?xxyz=ri|
/01/gerarh2vii4.php’
/01/gerarhvii4.php?3
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SSLE S5} AL Hfot

1O O -
One Source Single Use

Anti-DDo5 L4 5/W

|
~

Internet

=9

SSL inspection and cryptography can degrade network performance

by as much as 75 percent ‘
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I
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1

: Non-Inline

: Security Device

' |IDS/APT el DLP/SWG el | |

1 1

1 ]

1 ]

] 1

1 ]

1 1

: [ — - .
 —— ] '

Client =~ =  teeeccccccccccccccccccce ey Internet
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FireEye NX Series

Active Intercept Deployment
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Client Internet

FireEye NX Series

Passive Intercept Deployment
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Pain Point #1

HER3Z 845 XMst7t A=71?
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Pain Point #2

7|1E M2He| AHE
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Pain Point #3

7FAlE =tE




Pain Point #4
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Pain Point #5

High Availability

FAILURE

HIGH w2
sLA AVAILABILITY v

FALOVER GERVICES UNSCHEDULED | QAD
SCHEDULED v =RELIABILITY

= = MAINTENANCE
(o
-

SYS
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We will find a way
We always have
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