Dynamic Host Configuration Protocol (DHCP)
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* Reverse ARP (RARP)
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* Reverse ARP (RARP) 0| A| X| Z£CH

» déjavu??

. Sender Sender Target Target
Eth,em‘_:'t AUCHICE Frame HW Protocol HW | Protocol | Operatio B &
destination source - e tvpe iz sine o Ethernet IP Ethernet IP
address address P vp yp address | address | address | address
6 6 2 2 2 1 1 2 6 4 6 4
—— Fthernet header »le 28-byte ARP request/reply

> I 2E|0= inARP 2t= Z2EZ & RULE

v ARP: your IP = your MAC
v' RARP: my MAC = my IP
v InARP: your MAC = your IP
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e Bootstrap Protocol (BOOTP)
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¢« BOOTPO| &AM + o

> 200 7FX[ 0| 7177t 4|
ot2to|g 2748 7ts
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s/bootp-dhcp-parameters/bootp-
dhcp-parameters.xhtml

vI1YE S

PO RO P P PO PO B PO RO R b ok b h 4 ki e
W~ M B Wh = @ @00 MM EWwWhRoaoP0e=omE W =

Bl Tl i i el ol i i e '™ 7 L VS 5 P
W00 =~ NN Wk = DW= OW0E W= oO

Subnet Mask 50
Time Offset 51
Router 52
Time Server 53
Name Server 54
Domain Server 55
Log Server 56
Quotes Server 57
LPR Server 58
Impress Server 59
RLP Server 60
Hostname 61
Boot File Size 62

Merit Dump File 63
Domain Name 64
65

Swap Server
Root Path 66

Extension File 67
Forward On/Off 98
SrcRte On/Off 22
Policy Fiter ~ '°
Max DG }'3.s,l3eml}|§T1
Default IP TTL g
MTU Timeout 21
MTU Plateau 75
MTU Interface 76
MTU Subnet 77
Broadcast Addres 78

Mask Discovery

Mask Supplier 80
Router Discovery 81
Router Request g4
Static Route 83

Trailers a4
ARP Timeout a5
Ethernst 36

Default TCRTTL g7
Keepalive Time gg
Keepalive Data gg
NIS Domain )
MNIS Servers 91
NTP Servers g2
Vendor Specific 93
NETEIOS Name {94
NETEIOS Dist Sngs
NETEIOS Node T96
NETBIOS Scope 97
X Window Font 98
X Window Manag 99

Address Request
Address Tims
Overload

DHCP Msg Type
DHCP Server Id
Parameter List
DHCP Messages
DHCP Max Msg Size
Renewal Time
Rebinding Time
Class Id

Client Id
NetWare/IP Domain
MNetWare/IP Option
NI3-Domain-Nams
NIS-Server-Addr
Server-Name
Bootfile-Name
Home-Agent-Addrs
SMTP-Server
POP3-S5erver
NNTP-Server
WWW-Server
Finger-Server
IRC-Sarver
StreetTalk-Server
STDA-Server
User-Class
Directory Agent
Service Scope
Rapid Commit
Client FQDN

Relay Agent Information

iSNS

REMOVED/Unassigned

NDS Servers
NDS Tree Name
NDS Context

BCMCS Controller Doma
BCMCS Controller IPv4 ¢

Authentication

client-last-transaction-tim

associated-ip option
Client System
Client NDI

LDAP

REMOVED/Unassigned

uuIDiGuUID
User-Auth
GEOCONF_CIVIC

100
101
102-107
108
109
110
1M
112
113
114
115
116
M7
118
119
120
121
122
123
124
125
126
127
128
128
128
128
129
129
129
130
130
130
131
131
132
132
133
133
134
134
135
135
136
137
138
139
140
141
142

PCode

TCode

REMOVED/Unassigned

IPv5-Only Preferred
OPTION_DHCP406_S46_SADDR
REMOVED/Unassigned

Unassigned

MNetinfo Address

MNetinfo Tag

DHCP Captive-Portal
REMOVED/Unassigned

Auto-Config

Mame Service Search

Subnet Selection Option

Domain Search

SIP Servers DHCP Option

Classless Static Route Option

CCcC

GeoConf Option

V-1 Vendor Class

V-1 Vendor-Specific Information
Removed/Unassigned
Removed/Unassigned

PXE - undefinad (vendor specific)
Etherboot signature. 6 bytes: E4:45:74:68:00:00
DOCSIS "full security” server IP address
TFTP Server IP address (for IP Phone software load)
PXE - undefinad (vendor specific)
Kernel options. Variable length string
Call Server IP address

PXE - undefinad (vendor specific)
Ethernet interface. Variable length string.
Discrimination string (to identify vendor)
PXE - undefinad (vendor specific)
Remote statistics server IP address
PXE - undefinad (vendor specific)

|[EEE 802.1Q VLAN 1D

PXE - undefinad (vendor specific)

IEEE 802.1D/p Layer 2 Priority

PXE - undefinad (vendor specific)
Diffserv Code Point (DSCP) for VoIP signalling and media streams
PXE - undefinad (vendor specific)

HTTP Proxy for phone-specific applications
OPTION_PANA_AGENT
OPTION_V4_LOST
OPTION_CAPWAP_AC_V4
OPTION-IPv4_Address-MoS
OPTION-IPvd_FQDN-Mo3

SIP UA Cenfiguration Service Domains
OPTION-IPvd_Address-ANDSF
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« BOOTPO| & +«

» DHCP relay (BOOTP relay)

v 2t E0 relay 7| & T+

; ~N - T~ e -~ ~
DHCP client NN // ~ 7 \
\ N / AN
First DHCP Second DHCP DHCP
relay agent relay agent server
A /A /
B \ /N /
= - \ / \ 7/
DHCP client = — -
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« BOOTPL| & A + «
> o= “LEASE”

> LEASE: IP 20| Ats &2 8l 2|l HAHLF

v MAC-IP O & & 22| X7t =5 2 2 22|38l OF St= BooTPH| A T Y
H
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4 8 12 16
: 1 1 1
Broadcast flag
Reserved
(B)
8 16 24 32
. Hardware address
Operation code Hardware type length Hops
Transaction identifier
Seconds Flags

Client IP address (CIAddr)

“Your” IP address (YIAddr)

Server IP address (SIAddr)

Gateway IP address (GIAddr)

Client hardware address (CHAddr)
(16 bytes)

Server name (SName)
(64 bytes)

Boot filename
(128 bytes)

Options
(Variable size)
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e OP: 1 (request), 2 (reply) > ARP2} &=
« HW= ARPY[ A2} Z0] mACE &
> Type: H|O|H & 3 EIY
v Oll: Ethernet = 1
> Length: MAC =2 40|
v Of|: Ethernet = 6 (H}O| E)
LEREE 02 98
> A 1pvaE 7HE
> Hops: A% relay2| 71
v 16X 1tA| DHCP I Z! drop

< LoopOf| B} = 7tsd

8 16 24

32

Hardware address

Operation code Hardware type length

Hops

Transaction identifier

Seconds Flags

Client IP address (CIAddr)

“Your” IP address (YIAddr)

Server IP address (SIAddr)

Gateway IP address (GIAddr)

Client hardware address (CHAddr)
(16 bytes)

Ll

[ PSS [ T Y PSS |
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 Transaction identifier

>UDPS EMHAZIEZ AILSI=28 T2 E
v @H-25HS matchSt?| 96l echoX|= 2

E'_O|_T'_EEA-I
=— O O /| O

e Seconds

8 16 24

Operation code Hardware type Harswane sl dress

>EEQY =2

32

length Lo L
Transaction identifier
§% A| |7_|- Seconds Flags
\/ A_I H_l O'”A'I E_l Al a_—(')—l %E}SH Ol: 'oél- Bg Client IP address (CIAddr)
Adxc—)l 7| _7“_:_2; A"'g'_é_al- —)|\— 91% “Your” IP address (YIAddr)
* Flags= “B”(broadcast)

Server IP address (SIAddr)

> S

Gateway IP address (GIAddr)
(@)
CFS broadcastE E L &2}

— Client hardware address (CHAddr)
= T (16 bytes)
=. =
v T+ ZA|

[ PSS [ T Y PSS |
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e Client IP address

> IPREANE IPFLAEYH U 20 =2dH B2 FL

* Your IP address

> M7} DHCP S2I0|AE| A B St IP FA

Client IP address (CIAddr)

e Server IP address

“Your” IP address (YIAddr)

» DHCP AH{ O| 2 0f| ZEO0F7HOF 2 AH]

Server IP address (SIAddr)

v 12 ™0.0.0.0

Gateway IP address (GIAddr)

e Gateway IP address <1

Client hardware address (CHAddr)
(16 bytes)

> Relay2| Ip =2
v MB{ 7} 0] relay0f| S &

v' Relay= clientd ™ &
* Client HW address

> RARPO|A X DHCP MH{ 0| A key 2 25
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. o (@)
o Server namedf boot file name= & A2 U
> Q52 YA HEIZ 51X g2

v B350

« Options ZEE 1 &L

> Z[Off 200 72| 28 7tset HER A o2t0|H 7t o 7| H &
1. IPHERIZES flet =AE Ti2t0| H

2. IPHESRIZZS ?lot QIE{L| O] A mteto| &

3. 23 A S me2toly

4. TCp Lt2tO|EH

5. & W AH|A ZtE mfeto|

6. DHcp Zt& AN E |2t Iteto| &
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« DHCP H|A| K] O

Internet Protocol Version 4, Src: 172.30.1.254, Dst: 172.30.1.44
User Datagram Protocol, Src Port: 67, Dst Port: 68
v Dynamic Host Configuration Protocol (Offer)
Message type: Boot Reply (2)
Hardware type: Ethernet (@xe1)
Hardware address length: 6
Hops: ©
Transaction ID: @xb52cb21f
Seconds elapsed: @
Bootp flags: @x000@ (Unicast)
Client IP address: ©.0.0.0
Your (client) IP address: 172.30.1.44
Next server IP address: ©.9.0.0
Relay agent IP address: 0.0.0.9
Client MAC address: IntelCor 63:96:e2 (78:08c:b8:63:96:e2)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Offer)
Option: (54) DHCP Server Identifier (172.30.1.254)
Option: (51) IP Address Lease Time
Option: (1) Subnet Mask (255.255.255.8)
Option: (3) Router
Option: (&) Domain Name Server
Option: (255) End
Padding: 00000000000000000000VOEONNVEERNNVEEERDVELERDLLR...
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Option Name Mandatory
50 Requested IP Address N
51 IP Address Lease Time N
53 DHCP Message Type Y
54 DHCP Server Identification N
55 Parameter Request List N
58 DHCP Renewal (T1) Time N
59 DHCP Rebinding (T2) Time N
61 Client Identifier N
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- 280 = zm8=2 0

> Client identifier &

[z

2 (lient HW address@t 22 =& Q11 (EA

VDNS FEAZ W HS 25 UL}

<

=
Option: (53) DHCP Message Type (Discover)

» DHCP A H{ Of| A2 ZH A 7| Length: 1

DHCP: Discover (1)
Option: (61) Client identifier

Length: 7

Hardware type: Ethernet (©0x01)

Client MAC address: IntelCor 63:96:e2 (78:0c:b8:63:96:e2)
Option: (5@) Requested IP Address (172.39.1.44)

Length: 4

Requested TP Address: 172.30.1.44
Option: (12) Host Name

Length: 4

Host Name: User
Option: (6@) Vendor class identifier

Length: 8

Vendor class identifier: MSFT 5.9
Option: (55) Parameter Request List
Option: (255) End

Option End: 255
Padding: 900000000000000000

<

<

{

{

<
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- SEO A=azME2 0
> Server Identifier= DHCP AlH| =2

v 173 5| Q| server IP address= DHCP A{H{ 7} OfL|LC}
% > CHZ0]| 0710k gk MH

Option: (53) DHCP Message Type (ACK)

v LS 0= DHeP A H O A 21 2 Jgh o= QUL Option: (54) DHCP Server Identifier (172.30.1.254)
v Option: (51) IP Address Lease Time
>Lease IP_I__/t_Cll O||:H 7|7|- Length: 4

IP Address Lease Time: (3600s) 1 hour
Option: (1) Subnet Mask (255.255.255.0)
v Option: (3) Router
Length: 4
Router: 172.30.1.254
v Option: (6) Domain Name Server
Length: 8
Domain Name Server: 168.126.63.1
Domain Name Server: 168.126.63.2
Option: (255) End
Padding: 00000000000000000000000000000000000000RO0

10Z. Dynamic Host Configuration Protocol (DHCP)
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« Server Identifier2| =& 0 1

10.000000 172.30.1.44 172.30.1.254 DHCP  DHCP Release - Transaction ID 0x737a3176
26.221657 0.0.0.0 255.255.255.255 DHCP  DHCP Discover - Transaction ID 0x728f95f8
36.268726 172.30.1.254 172.30.1.44 DHCP DHCP Offer - Transaction ID @x728f95f8
46.271383 0.0.0.0 255.255.255.255 DHCP DHCP Request - Transaction ID @x728f95f8
56.367633 172.30.1.254 172.30.1.44 DHCP  DHCP ACK - Transaction ID 0x728195f8
6 6.41848?2 IntelCor 63:96:e2 Broadcast ARP Who has 172.30.1.44? (ARP Probe)

7 7.418981 1IntelCor 63:96:e2 Broadcast ARP Who has 172.30.1.44? (ARP Probe)

8 8.418338 IntelCor _63:96:e2 Broadcast ARP Who has 172.30.1.44? (ARP Probe)
99.418788 IntelCor _63:96:e2 Broadcast ARP ARP Announcement for 172.30.1.44
10 14.508145 172.30.1.44 172.30.1.254 DHCP  DHCP Request - Transaction ID @x7ffbe72c
11 14.554954 172.30.1.254 172.30.1.44 DHCP DHCP ACK - Transaction ID @x7ffbe72c

- 2E 0 2

-

> = Et0|A E7t 0] 2] DHCP M F otLEES I Ele Of

v/ DHCP ACK & 11

o IPFTAE YEE2 Z20|AHE = DADE A

0%t

SiC}

—
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v Option: (55) Parameter Request List
Length: 14
Parameter Request List Ttem: (1) Subnet Mask
Parameter Request List Ttem: (3) Router
Parameter Request List Ttem: (6) Domain Name Server
Parameter Request List Item: (15) Domain Name
Parameter Request List Item: (31) Perform Router Discover
Parameter Request List Item: (33) Static Route
Parameter Request List Ttem: (43) Vendor-Specific Information
Parameter Request List Ttem: (44) NetBIOS over TCP/IP Name Server
Parameter Request List Ttem: (46) NetBIOS over TCP/IP Node Type
Parameter Request List Ttem: (47) NetBIOS over TCP/IP Scope
Parameter Request List Ttem: (119) Domain Search
Parameter Request List Item: (121) Classless Static Route
Parameter Request List Item: (249) Private/Classless Static Route (Microsoft)
Parameter Request List Item: (252) Private/Proxy autodiscovery

10Z. Dynamic Host Configuration Protocol (DHCP)
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=M 53: DHCP T A| K| E} &

1 CHCPDISCOVER REC2132
2 CHCPOFFER RFEC2132
3 DHCPREQUEST RFC2132
4 DHCPDECLINE RFC2132
5 DHCPACK REC2132
B DHCPMAK RFEC2132
7 CHCPRELEASE RFC2132
] DHCPINFCORM RFC2132
9 DHCPFORCEREMEW REC3203
10 DHCPLEASEQUERY REC4388
1 DHCPLEASEUNASSIGNED RFEC4388
12 DHCPLEASEUNKNOWN REC4338
13 DHCPLEASEACTIVE REC4388
14 CHCPEULKLEASEQUERY RFECE926

—_
[y ]

DHCPLEASEQUERYDONE RFECE926
DHCPACTIVELEASEQUERY [RECTT24
DHCPLEASEQUERYSTATUS [RECTT34
DHCPTLS RECTT24

-
[== R B =3
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105DHCP ZR2 EE XI=

1. Discover: A|HHE &=L}

> IP TS EEDE |imited broadcast DHCP Server

> ABHe THRI0IE| U2 HAIZ % 9t W |

=
<

2. Offer: A|B{ 7} I} 2} 0| E{ S-S F|A|SHCT}H | o —

> Lo ME{7F S =2 UCt e
3. Request: Z2I0|AHET} AHE X| = W
=
> A0 T2t0] Ef 0] TS counter-offer 7t W

> HEEL= MHE & 5 UL broadcast oL}
4. Ack: MH| 7} RS 5oL}

5. SZ0|YHE=DpADE =TI}
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° D H C P D i Scove r O | O1| 189 14.462671 192.168.0.16  192.168.0.1 342 DHCP Release - Transaction ID @xd4ce5019
— r 382 19.919630 0.0.0.0 255.255.255.... 342 DHCP Discover - Transaction ID 0xd452d4de

. 383 19.938264  192.168.0.1 192.168.0.16 590 DHCP Offer - Transaction ID ©xd452d4de

L 384 19.941113 ©.0.0.0 255,255.255... 348 DHCP Request - Transaction ID 0xd452d4de

385 19.956007 192.168.8.1 192.168.0.16 590 DHCP ACK - Transaction ID @xd452d4de

Frame 382: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface \Device
Ethernet II, Src: IntelCor 63:96:e2 (78:0c:b8:63:96:e2), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
v Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Fthernet (@x01)

Hardware address length: 6

Hops: @

Transaction ID: ©xd452d4de

Seconds elapsed: ©

Bootp flags: @xee0e (Unicast)

Client IP address: 90.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 0.0.0.90

Client MAC address: IntelCor 63:96:e2 (78:0¢:b8:63:96:e2)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Option: (61) Client identifier

Option: (5@) Requested IP Address (192.168.0.16)

Option: (12) Host Name

Option: (6@) Vendor class identifier

Option: (55) Parameter Request List

Option: (255) End

10Z. Dynamic Host Configuration Protocol (DHCP)
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U7t L & BF negotiation= T+
> DHCP Request= =8¢ == §l= [l A|H{= DHCP Nack

> DADO|A] A Ifgt [ 2 2t0|HE = DHCP Decline
v 0| DHCP OfferE MG CI=
MHE CHE MH 7} lease®t =AE QLCHSHX| 7| 25

> Offerdr =2A0|| HX ping= off 2Lt
« MO |pFA HISEZ 2|5 DHCP Release

v’ Ipconfig/renew= QIE{HI HE =

__I.I.
P2 2|5 0|2 7[Et Oj2t0| | 2785 7T DHCP Inform

10Z. Dynamic Host Configuration Protocol (DHCP)
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10.6 IP

i L|nUX AE-I IC_DI O:” default-lease-time 600;
max-lease-time 7200;
option subnet-mask 255.255.255.0;
option broadcast-address 192.168.1.255;
option routers 192.168.1.254;
option domain-name-servers 192.168.1.1, 192.168.1.2;
option domain-name "example.com";

subnet 192.168.1.8 netmask 255.255.255.8 {
range 192.168.1.10 192.168.1.100;

—

« DHCPO|| C|Bt Ip A YULH= AFE AL &2 QICH!

-

Ir
W)
I
(@)
O
N
MY
-
P>
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>
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N
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2 CH

OfOfE?

QIE|Y T2ES BT 4(TCP/IPv4) 54 N

T LAN Ol RHE Wi-Fi:

L

> Mo >

A
A
=
DH
At
2|
IP
Al
ol
ol

MMI2Z2|C R |oh S NEY

=
£~
]
o

OHCPvG |AID

OHCPv6 Z=ct0|AHE DUID. . .

DNS EOAF. . . . ¢

> Intel (R) Dual Band Wireless-AC 3160

- 18-0C-B8-63-96-£2

|
. - feB0::c1d5:bdd9:1194:d3d3%19(0| 2 A H)
1 192.168.0.16(0 |2 & &)
0 255.255.255.0
D 20214 48 28 R
D 202149 48 292 =2 @M 12:45:53
2 192.168.0.1
2 192.168.0.1
58199224
: 00-01-00-01-1C-ED-A1-A1-00-E0-91-00-00-01
2 168.126.63.1

ol Q= 8:41:21
o]

168.126.63.2

- AE
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« QLY 7|7t 50% A1}t A

AMIHA| 87.5%0] CtA| St H

264 1108.652169
265 110.686457
266 110.689079
267 110.754025
10625 1911.226969
10626 1911.263996
20158 3711.536381
20159 3711.564872
30400 5510.844119
30401 5510.881@70
43416 7311.242526
43417 7311.280927

0.0.0.90
172.30.1.254
9.0.0.0
172.30.1.254
172.30.1.44
172.30.1.254
172.30.1.44
172.30.1.254
172.30.1.44
172.30.1.254
172.30.1.44
172.30.1.254

ANEE

255.255.255..
172.30.1.44
255.255.255... DHCP
172.30.1.44 DHCP
172.30.1.254 DHCP
172.30.1.44 DHCP
172.30.1.254 DHCP
172.30.1.44 DHCP
172.38.1.254 DHCP
172.30.1.44 DHCP
172.30.1.254 DHCP
172.30.1.44 DHCP

DHCP
DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

Discover
Offer
Request
ACK
Request
ACK
Request
ACK
Request
ACK
Request
ACK
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Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction

ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

Oxbcl3Beald
Oxbcl3Beal
Oxbcl3Beal
@xbcl30eal
Px3fB5b77

Ox3fB5b77

Bx83258983
Ox83258983
Bx23935340
Bx23935340
Pxe/72365a4
Pxe/72365a4




10.7 X} +/d

e 117 A} autoconfiguration
> DHCPE M K| & 2] = O K| =4
> QHU AL =7 5L linkO| A TF QTE Sl AFE
> WindowsOf| A{ APIPA(Automatic Private IP Addressing) 2 £ &

v 169.254.0.0/16 0| A FZH2] J P04 O|E1ﬂ1|0|i ket

v DAD .LLIJ\

OEruﬁ i O_n.

nxra

: Intel (R) Dual Band Wireless-AC 3160
78 0C-B8-63-96-E2

.

iRy

20l
. 2 feB0::c1d5:bdd9:1194:d3d3%19( 7| =2 A&
2189254 211211212 A&ED
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